Configurar Metadados Clarin

@ Os metados da Federacgéo Clarin estéo disponivel no seguinte url:

https://rctsaai-rr.fcen.pt/rr/signedmetadata/federation/CLARIN/metadata.xml

1 Metadata Assinada

O ficheiro de metadados da federagdo encontra-se assinado digitalmente. Para obter o certificado metadatasigner.pem, referenciado nas
configuracdes abaixo, deve realizar o pedido via email a equipa RCTSaai (rctsaai@fcen.pt).

Antes de realizar o pedido do certificado, devem validar se 0 mesmo néo esta ja no IDP, na pasta /opt/shibbolethidp/credentials/.

Configurar Metadados - Shibboleth v2.X

@ Descarregar Certificado

O certificado metadatasigner.pem utilizado para validar a metadata da federacao deve ser colocado na seguinte localizagdo:
lopt/shibboleth-idp/credentials/

Devem validar antes se 0 mesmo néo esta ja presente no IDP, na pasta referida.

relying-party.xml
1. Adicionar novo bloco como novo link e referencia ao url:

<met adat a: Met adat aProvi der id="CLARI NMD' xsi :type="net adat a: Fi | eBackedHTTPMet adat aPr ovi der" xm ns="urn:

mace: shi bbol et h: 2. 0: net adat a"

met adat aURL="htt ps://rctsaai-rr.fccn. pt/rr/signednetadata/federati on/ CLARI N net adat a.
xm "

backi ngFi | e="/ opt/ shi bbol et h-i dp/ net adat a/ cl ari n_net adat a. xm "

m nRef r eshDel ay="PT5M'

maxRef reshDel ay="PT1H"

refreshDel ayFact or="0. 75" >

<net adat a: Met adat aFi | ter xsi:type="Si gnatureValidation" xm ns="urn: nace: shi bbol et h:
2. 0: net adat a" trust Engi neRef ="shi bbol et h. RR- RCTSaai Met adat aTr ust Engi ne" requireSi gnedMet adat a="true" />

</ met adat a: Met adat aPr ovi der >

2. Adicionar ap6s o bloco </security:Credential> a referencia ao certificado netadatasi gner. pem

<security: Trust Engi ne i d="shi bbol et h. RR- RCTSaai Met adat aTr ust Engi ne" xsi:type="security:
Stati cExplicitKeySignature">
<security:Credential id="RCTSaai FederationCredentials" xsi:type="security: X509Fi | esyst ent >
<security: Certificate>/ opt/shibbol eth-idp/credential s/netadatasi gner. penx/security:
Certificate>
</security: Credential >
</security: Trust Engi ne>

Configurar Metadados - Shibboleth v3.X


https://rctsaai-rr.fccn.pt/rr/signedmetadata/federation/CLARIN/metadata.xml

@ Descarregar Certificado

O certificado metadatasigner.pem utilizado para validar a metadata da federacao deve ser colocado na seguinte localizag&o:
/opt/shibboleth-idp/credentials/

Devem validar antes se 0 mesmo néo esta ja presente no IDP, na pasta referida.
Criar o ficheiro metadata-provider-clarin.xml, com o seguinte contetdo, e coloca-lo na pasta /opt/shibboleth-idp/conf/

metadata-provider-clarin.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<Met adat aProvi der id="CLARI NMD' xsi:type="Fil eBackedHTTPMet adat aPr ovi der"
xm ns="ur n: mace: shi bbol et h: 2. 0: et adat a"
xm ns: resour ce="ur n: mace: shi bbol et h: 2. 0: r esour ce"
xm ns: security="urn: mace: shi bbol eth: 2. 0: security"
xm ns: nd="urn: oasi s: nanes: t c: SAM.: 2. 0: et adat a"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
backi ngFi | e="% i dp. hone}/ nmet adat a/ met adat a. cl arin. xm "
nmet adat aURL="https://rctsaai-rr.fccn. pt/rr/signednetadata/federati on/ CLARI N net adat a. xm "
requireVal i dMet adat a="t rue"
maxRef reshDel ay="PT1H"
xsi : schemaLocat i on="ur n: mace: shi bbol et h: 2. 0: met adat a htt p://shi bbol et h. net/ schema/ i dp/ shi bbol et h-
net adat a. xsd
urn: mace: shi bbol et h: 2. 0: resource http://shibbol et h. net/ schema/i dp/ shi bbol et h-
resource. xsd
urn: mace: shi bbol et h: 2. 0: security http://shibbol eth. net/schema/ i dp/ shi bbol et h-
security. xsd
urn:oasi s: nanmes: tc: SAML: 2. 0: met adata http://docs. oasi s-open. org/security/sam/v2.0
/ sam - schena- et adat a- 2. 0. xsd" >
<Met adat aFi | ter xsi:type="SignatureValidation" certificateFile="%idp.home}/credentials
/ met adat asi gner . pent' />
<Met adat aFi |l ter xsi:type="RequiredValidUntil" nmaxValiditylnterval ="P7D"/>
<Met adat aFi |l ter xsi:type="EntityRol eWiteList">
<Ret ai nedRol e>nd: SPSSCDescr i pt or </ Ret ai nedRol e>
</ Met adat aFi | ter>
</ Met adat aPr ovi der >

No ficheiro services.xml adicionar a referéncia ao novo ficheiro de metadata na zona "shibboleth.MetadataResolverResources". Esta zona devera
ficar com o seguinte contetido

services.xml

<util:list id="shibbol eth. Met adat aResol ver Resour ces" >
<val ue>% i dp. horme}/ conf/ et adat a- provi der s. xm </ val ue>

<val ue>#{ '9%idp.netadata}' matches '.*\brctsaai\b.*" ?
' 9% i dp. home}/ conf/ net adat a- provi der-rctsaai . xml' : '' }</val ue>
<val ue>#{ '9% i dp.netadata}' matches '.*\baaitest\b.*' ?
' 9% i dp. hone}/ conf/ net adat a- provi der-aaitest.xm"' : '' }</val ue>
<val ue>#{ '%idp.netadata}' matches '.*\binterfederation\b.*" ?
' % i dp. hone}/ conf/ net adat a- provider-interfederation.xnm' : '' }</val ue>
<val ue>#{ '9%i dp.netadata}' natches '.*\bclarin\b.*" ?
' % i dp. home}/ conf/ net adat a- provider-clarin.xm' : '' }</val ue>

<val ue>% i dp. honme}/ syst eni conf / net adat a- pr ovi der s- syst em xm </ val ue>

</util:list>



Por fim deve ser feita a chamada da nova metadata. Isto é feito no ficheiro idp.properties, na variavel idp.metadata, adicionando o novo padréo de
carregamento.

idp.properties

idp.netadata = rctsaai,interfederation,clarin

Configurar Metadados - SimpleSAMLphp

@ Descarregar Certificado

O certificado metadatasigner.pem utilizado para validar a metadata da federagdo deve ser colocado na seguinte localizagao:

Ivar/simplesaml/cert/

Devem validar antes se 0 mesmo néo esta ja presente no IDP, na pasta referida.

config-metarefresh.php

<?php
$config = array(
"sets' => array(
Array da netadata RCTSaai
)
array(
Array da netadata edugain ...
)
array(
"clarin' => array(
‘cron' => array('hourly'),
'sources' => array(

array( 'src' => 'https://rctsaai-rr.fccn.pt/rr/signednetadatalfederation

/ CLARI N net adat a. xm ',
‘certFingerprint' => '0b3b547d116b92d5f 3008a3b4058e7a762f 21d9d’ ,
"certificate' => ' net adat asi gner. peni, ),
)
"maxCache' => 60*60*24*4, // Maxi num 4 days cache tine.
"maxDuration' => 60*60*24*10, // Maxi mum 10 days duration on
Validuntil.
"outputDir' => 'netadata/clarin/',
"outputFormat' => 'flatfile',



	Configurar Metadados Clarin

